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n te l ‘ Introduction

Introduction

This document gives an overview of Secure Tokens for Intel® CSME
15.0

1.1 Goal

The goal of this guide is to train the user to:
1. Prepare the platform to work with Secure Tokens
2. Create Secure Tokens
3. Inject Secure Tokens to the platform
4. Clear Secure Token from platform after use.

1.2 Overall Work Flow

Figure 1 shows the overall work flow to creating and injecting tokens
into the platform.

Obtain platform ID from
platform

Create tokens specific to
the platform using platform

Sign the token

Inject the token into SPI

Reboot the system for
token to take effect

Figure 1

Token is usually created for a specific platform to ensure the security
of the platform. The details of each step in the work flow is covered in
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the rest of this document. In addition to injecting the token into the
platform and using the token, the process for deleting a token is also
described.

1.3 Pre-Requisites
The user should download and install the following applications, included
in the firmware Kkit:
e Intel® Platform Flash Tool (PFT)
e Intel® Flash Programming Tool (FPT)
An overview of the signing and manifesting process is described in:

e Intel® CSME 15.0 Signing and Manifesting Guide (included in
the FW kits)

1.4 Tools Used In This Document
The following tools are used within this document:

e Intel® Platform Plash Tool (PFT)

e Intel® Flash Programming Tool (FPT)

1.5 Terminology

Term Description
DnX Download and Execute
EOM End of Manufacture
Intel FIT Intel® Flash Image Tool
IBB Initial Boot Block
IBBL Initial Boot Block Loader
IFWI Integrated Firmware Image
ISH Integrated Sensor Hub
OBB OEM Boot Block
SUT System Under Test
OEM KM OEM Key Manifest

Table 1

Intel Confidential 7
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Overview of Secure Tokens

2.1 Introduction

Secure Tokens are used in Intel® CSME 15.0 platforms to allow
operations otherwise blocked.
The OEM Unlock Token unlocks debug capabilities such as

e ISH debug, CPU probe, BIOS debug etc

Tokens are digitally signed so that the target platform knows to accept
them.

2.2 Preparing the Platform to Accept Secure
Tokens

Secure Tokens must be digitally signed, to ensure that the target
platform will authorize them.

Intel® CSME 15.0 platforms are manufactured with an OEM Key
Manifest as part of the IFWI image.

One of the fields in the OEM Key Manifest is for the OEM Unlock Token.
These should be populated with the hashes of the public keys,
matching the private keys with which the tokens will be signed. A
token whose key does not match the relevant hash in the OEM Key
Manifest will be rejected by the platform.

An overview of the signing and manifesting process is described in
“Intel® CSME 15.0 Signing and Manifesting Guide”.

Details instruction on creating OEM key manifest are in “"FW Bring up
guide”.

Both documents are included in the firmware Kits.

Intel Confidential User Guide
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Creation and Signing of Secure
Tokens

3.2.1

User Guide

3.1 Introduction

The Intel® Platform Flash Tool (PFT) includes a module which is the tool
provided for Secure Token creation on Intel® CSME 15.0 platforms.

The module supports many platforms, and displays many options not
supported on the Intel® CSME 15.0 platforms. This guide will only cover
the POR features, and show how to create Secure Tokens for Intel®
CSME 15.0 platforms.

Intel® PFT is able to generate both the token payload only, and the full
signed token (i.e. a sighed header appended with the token payload).

Note: Intel® Platform Flash Tool (PFT) uses DnX capability over SPI for token related
operations.

3.2 General Settings - Keys and Signing

Using Intel® PFT GUI

In order to sign the tokens, the key and signing information should be
entered into the Intel® PFT tool under the “General settings” tab.

To create a password protected private key, using OpenSSL, using for
example ‘foobar’ as the password, run the following command from
the CLI:

# openssl.exe genrsa -passout pass:foobar -out
privkey pwd.pem 2048

Note: A token with key hash that doesn’t match value in OEM Key Manifest will not
work! Before you continue with token creation be sure the OEM key manifest is
updated. See section 2.2 “Preparing the Platform to Accept Secure Tokens”

OpenSSL tool mentioned above is one of the tools that can be used to create a private

key and corresponding public key pair. Customers can have their own tool or method
to cover this.

Intel Confidential 9
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As shown in Figure 2 below, Customers can enter the signing key
information in the PFT under “Security”-> Security Option -> General
Settings

The "Key” field consists of the key file location and the "Password” is
the password used to create the key as mentioned above.

General Settings ? X

Signing I Device Connection

Signing method

¢ Remote HSM & Localkeys (" Local HSM

signing keys

Keyfile: |

Password: |

Secure Provisioning

Online RSA Public key file: |

Online RSA Private key file: |

Offline RSA Public key file: |

Offline RSA Private key file: |

Anti-Cloning
Public OEM ID
o [C——
Variant ID

o] cone

Figure 2

Using Intel® PFT command-line utility

Signing key information can be updated in the tmt_cli_config.xml by
browsing to the Intel® PFT installation directory.

<globalsetti

Figure 3

As shown here, in the “connection” tab, the type is 3 for dnx_fw
Under “signing_keys":

type is /local and can be set by entering 2

local_key is the path to the private key

local_passphrase is the password used for creating this key.

Intel Confidential User Guide
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3.3 Token creation

Intel® PFT allows to generate and sign the token on the click of a
button which includes the use of template for token creation. Also, the
tool allows to separately generate the token payload binary and
separately sign the token per the requirements of the user, thus
allowing more control over the token creation and signing. Both these
techniques are described below.

3.3.1 Using template

As shown in Figure 4, using the Intel® PFT, Click on the "“New"”
button, and then select Tigerlake or Rocketlake as the target platform,
and OEM Unlock Token as the token template for an OEM Unlock
Token.

Note: Below figure uses Lakefield as an example.

OEM Unlock Token (3 (+] Open
Manifest Extension: Save Save As
Device selection
Flags: Edit flage...

Flash edit:
= or Expiration (seconds): _
Generoe s sam
. Select Permissions by dicking on 'Certificate’
vanvfacwrnglot. o | button, then ciick on button below to sign the
Part ID: token:

I:‘ Activate Anti-Cloning

# B

Part ID:
J— 00000000 1. Select platform: Lakefield -

Artifactory
New token ? X @ Generate &Sign Token

-

= Write / Read / Erase

Provision .
Time base: | 00000000 2. Select Token template: | OEM Unlock Token - = Virite 2 token to the device:
o]
Payload: Erase or Read a token from the device:
oot A —] )
OEM Unlock ISH GD8 Debug Bootgaurd OEM Bios debug 8 Read Y Erace
[] Activated
P More...
D: 80860002
Value (in Hex): |00000000 Edit...
08/15/18 14:49:37.121 INFO : OS version detected: Windows 10 (x64) ~

08/15/18 14:49:37.143 INFO : Localhost IP address: 10.79.141.59
151 INFO : S5L supported: Yes
768 INFO : JAVA supported: Yes
768 INFO : Using TMT API version: 1.8.0.0
768 INFO : Using TMT API build: Thursday August 09th 2018, 11:16:00 UTC
444 INFO : Total size of downloaded flash files: 0.00 bytes
[ =TI 05/15/15 1 444 INFO : Disk space available on drive C:f: 417,63 GB v
NR/15/18 14:43:47.230 INFO : Adh and fasthont hinaries Ok

Figure 4
User Guide Intel Confidential 11
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3.3.1.1 Configuring the settings

There are multiple options that can now be set for the token. Leave all
of them with defaults, except for the following:

3.3.1.1.1 Flags

In the “Flags” section you can select either -

e Globally valid: This means that the token can be used on any
platform whose token key hash matches that of the token, and
is not tied to a particular platform ID. Once platform is post End
of Manufacturing only part specific token is accepted i.e., only
token with PID will work.

¢ No Anti-replay: Anti-Replay protection stops a token being re-
used on the same device after it has been cleared. This option is
only relevant for tokens tied to a particular platform ID.

¢ No expiration: This means that the token has no time limit.
Token expiration is only relevant on tokens with anti-replay,
because otherwise you can re-use the token after RTC clear.

It is recommended to use to token with time expiration and Anti-replay flag.

3.3.1.1.2 PartID

In the main screen you can set:
e Expiration timeout (if relevant)
e Part ID. This is only relevant for a token that is not Globally
Valid.
o You can retrieve the Part ID data using Intel® FPT, by

calling
# FPT.exe —-GETPID <file>

This command will retrieve the part ID into a file. You can
open the file to copy and paste the data into the relevant
fields.

If there are multiple Part IDs, you can use the “Add Part
ID” button to create new windows (Figure 5)

12 Intel Confidential User Guide
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Part ID:

Add Part ID
=0

Partm: | \

Nonce:  |00000000 | Hexa

Time base: |00000000 | |Hexa

Figure 5

To automatically derive the Part ID using DnX :

With DnX you can set the General Setting
“"Automatically get the device data when generating
tokens” (Figure 6), and then to uncheck the “Globally
valid” flag in the flags section. This will then get the Part
ID data directly from the platform as the token is
generated, and generate the token specifically for that
platform.

DnX commands can be used on a command line tool to
get the part id as well. Please refer to Intel® DnX User
Guide.

Intel Confidential 13
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Knobs

Flash editor

Artifactory

s

Provision

tool[eventUploader] = C:\P)
08/20/18 11:20:55.456 INF
08/20/18 11:20:55.486 INF
08/20/18 11:20:55.495 INF
08/20/18 11:20:56.084 INF
08/20/18 11:20:55,084 INF

Creation and Signing of Secure Tokens

08/20/18 11:20:55.084 INF
08/20/18 11:20:57.239 IM

General Settings

Signing Device Connection

? X

New

Save

Force to use DnX mode (used for data retrieval, token provisioning/erasure) selection

Firmware DnX module: |

Automatically get device data when generating tokens

ate & Sign

Permissions by
n, then dick on |

KeylD:

ctivate Anti-Cloni

Read [ Erase

a token to the de

or Read a token |

D:
7% Read

-

T TULEI SIZE UT UUWIIOEUEy TS T TIES: U, U0 Dy ES

08/20/18 11:20:57.243 INFO : Disk space available on drive C:/ : 415.80 GB

Figure 6

This requires a USB connection between the management console, and
the target platform, and also that you have enabled the DnX option in
the General Settings Dialog.

The Intel® Platform Flash Tool provides options for "Knobs” for the
token. These define what the token allows/disables on the platform.

You can check/uncheck the checkbox inside each tab to add the knob
to the token, and then edit the value of the token by clicking the Edit

button and selecting from the radio buttons inside. The knobs
available vary depending on the token being created.

See Figure 7 below.

Intel Confidential
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Manifest Extension: = Save As

| Device selection
Flags: 112 Edit flags... |
Intel @ Platform Flash Tool 5.9.0.0 — O X

File Security Help

OEM Unlock Token m | o New | Open |

Manifest Extension: Save | Save As |

Device selection
Flags: |]2 Edit flags...
=

Expiration (seconds): Iﬂsa(. = /
Type: IZI— G te & Sign

. I Select Permissions by dicking on 'Certificate’
Manufacturing lot: o button, then dick on button below to sign the
Part ID: token:

Add Part D SPID-KeyID: L ]

=@ | [ Activate Anti-Claring

Flash editor

Provision

@ Generate & Sign Token

PartiD: |

Monee:  [000DD0O0D [Hea =] Write / Read / Erase

Time base: [00000000 [Hea =] Write a token to the device:

o Write
Payload: Erase or Read a token from the device:

Knobs: Token ID: ©

OEMuUrlock | Bootgaurd | OEM Bios debug DrX Capabilities |

ié Read

I More...

* Erase |
[ Activated

ID: 80850101
Value (in Hex): |if Edit...

TS TS T a0 25 T IO T O OSNg T T DU ST TO0r T2 § T T DO oS0 COrar Y v T 05,070
03/19/19 13:30:22,978 INFO : Using Android Debug Bridge version 1.0,39 j
Revision 3db08f2c6889-android

Installed as C:\Program Files {x88)\Intel\Platform Flash Tool\adb exe

03/19/19 13:30:22,978 INFO : External tools:

tool[eventUploader] = C:\Program Files (x86)\Intel\Platform Flash Tool\event-uploader.exe

tool [flinkDownloader] = JLink.exe

03/19/19 13: .978 INFO : OS version detected: Windows 10 (x54)

[anTa 0T 03/19/19 13: 168 INFO : SSL supparted: Yes ﬂ

ARATR 1303007 128 TMEA 1 lmimn TRAT AT s iminms 4 5 A A

Figure 7

Note: Do not attempt to change the value manually.

Table 2 below gives an explanation of the various knobs:

Knob Meaning

OEM Unlock Allow an OEM (Orange) unlock

ISH GDB Debug Enable ISH GDB supportThis allows OEMs to pass 32bit data
into BIOS via debug token

BootGuardKnob BootGuardDisabled: Boot Guard Disable is used for platforms
that have BTG enabled in IFP fuse but who do not wish to
enable boot block verification process while using secure
tokens.

BootGuardNoEnforcement: This will allow users to boot to OS
with a BTG failing system in order to collect additional debug

User Guide Intel Confidential 15
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information or to check other features without being blocked by
BTG.

BootGuardNoTimeouts: This Token has two usages:
1. Allows to debug ACM\BIOS related flows without BTG flow
failing.
2. If BTG flow fails due to timeout, this token will allow
OEMs to see if the problem is the timer duration being
too short or a problem with ACM\BIOS.

BootGuardnoEnforcementAndTimeouts: This is a combination of
the two features above. Allows for debug capabilities without
getting a BTG enforcement (in the event that the issue is not
timeout related).

OEMbiosDebug  Thjs allows OEMs to pass 32bit data into BIOS via debug token.

DnXCapabilities Ths a]lows the OEMs to perform certain DnX capabilities after
EOM. Please refer to the Intel® DnX User Guide

Table 2

Token creation - “Security” tab

The user might want to create the token payload binary only, that the
user will sign later with either Intel® PFT, or through another
mechanism.

For this, open a token (saved/new one), update fields as needed, and
then select “Security — Generate Token Payload Binary” from the
menu as shown in Figure 8 and 9 below.

Please note, the options under “Security” tab provides only the step by step control
over creation of token payload binaries and signed tokens. The user can opt for
“"Generate and Sign” button on the main GUI page for one-shot generation and signing
of tokens.

Intel Confidential User Guide
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File

X

&
| =

&
2]

™

Provision

Clear Log

Artifactory

Security  Help

Get Device Data

Generate Token Payload Binary
Sign Token Payload

Sign Current Token

Convert Binary Payload {.bin) to XML

Convert Signed Binary {.tok) to XML

Write Token to the device
General Settings

User Guide

E Intel® Platform Flash Tool 5.8.9.0

Edit flags...

Kl

PartD: |

Nonce:

|UU[]UU[]CIU

=

Time base: [00000000

‘ Hexa

Payload:

bs:

OEM Unlock

[ Activated

Value (in Hex):

08/28/18 14:20

08/28/18 14:21:11.621 INFO
08/28/18 14:21:17.793 INFO
08/28/18 1421 INFO
08/28/18 14:21:37.909 INFO
08/28/18 14:21:37.909 INFO

AGIME I8 44 AR BT TRIEM

I5H GDE Debug

Bootgaurd OEM Bios debug

D: 80860002

00000000 Edit...

©

- ] X
New QOpen
Save Save As

Device selection

G te & Sign

Select Permissions by diding on 'Certificate’
button, then dick on button below to sign the
token:

S E—

D Activate Anti-Cloning

Write [ Read { Erase

Write 3 token to the device:

Erase or Read a token from the device:

S —
i@ Read - Erase
[ Mare...

: [Security] Mew token opened successfully

: [Security] generateTokenBinary - START

: [TmtApi] Token has been successfully generated to C:/Users/swaydand/tmt_tmp_token.bin
: [Security] generateTokenBinary - END

: [Security] Selected token has successfully been converted to binary file {C:/Usersfswaydandjtmt_tmp_token, bin)
oo i b -

R

Figure 8

Intel Confidential
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= Intel® Platform Flash Tool 5.8.9.0 -0
OEM Uriock Token £ © New open
Hanifest Extension: &= soves
Devie slcton
= 2 .
osdoseac e s b0 ™
Expiration (seconds): |Osec. 3
e o Generateason
Selct permssons by cidng on ‘Certiate
Manufacturing lot: o button, then diick on button below to sign the
Part ID: token:
AddpartD S e e
Acivte Anslring
=200 g
Pt st sssa0 0L
MNonce: | 487176b9 Hea v Weite / Read / Erase
Time base: | 000001fe Hexa v LD D L 2

Pavioad: rae o Read  token rom the devee:
(oobs: - TokenD: )
v
OEMUnlock | Alow VISA Override | 1SHGD8 Debug | Disable BIOS Secure Boot | ABL Elements 0 tmt_tmp_token.bin) @ Read ¥, Erase
Actvated
a More.
o
~
meAp] t_tmp_token.bin
earty] generateTotentiary -E1D
biery mp_token i) v
iR 1:33PM
< o )
8/28/2018

Figure 9

Using Intel® PFT command-line utility

To create the token, browse to the Intel® PFT’s installation folder and
launch the file oem_unlock_token_template_Tigerlake.xml or
oem_unlock_token_template_Rocketlake.xml

<?xml version:
i<tokens ver

<!--Set the desired expiration time for token to be valil
] <manifest_extension type="21" length="0" version="1" number_ ids="1" payload_version="1" flags="0" expiration_seconds="3600" manufacturing_lot="0">
<!-- Enter part_id, nonce and time_base of your device-->
<part_id nonce="00000000" part_id="0x" time base="00000000"/>
</manifest_extension>
<payload nb_knobs="4">

<knob name="OEM Unlock" id= data=" )001" activated="1"/>

<knob name=" id= " data=" activated="1"/>

<knob name="OEM Bios debug" id="0x80860051" data="0x00000001" activated="1"/>
1 <!--"activated" points to which knob is activated>

<"data" depends on the list below. The data is in hex>
<Bitmap options:>

<EnableGetNvmProperties - bit 0>
<EnableNvmConfiguration - bit 1>
<EnableClearPlatformConfiguration - bit 2>
<EnableWritingNvmContent - bit 3>
<EnableReadingNvmContent - bit 4-—>
<knob name="DnX Capabilities" id="0x80860101" data="0. 1f" activated="1"/>
</payloads|
- </token>
-</tokens>

Figure 10

As shown above, set the token Flags as mentioned in section 3.1.1.1
like expiration, anti-replay etc under “manifest extension” tab.

Note that the flags should be a hex value as described in the
comment.

Intel Confidential User Guide
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Also, choose the knobs that should be enabled for your debug
purpose.

As shown above, OEM Unlock, Bootguard and OEM BIOS debug are all
activated.

DnX capabilities knob is also filled in with data and is activated in this
example. For more information on this, please refer to the Intel® DnX
User Guide.

Once the knobs are set, use the command
# token-manager-tool-cli.exe -c tmt cli config file.xml -g

to generate the token. See snippets of sample output.
C:\Program Files (x86)\Intel\Platform Flash Tool> token-
manager-tool-cli.exe -c tmt cli config file.xml -g

INFO : Intel (R) Token Manager Tool CLI v1.7.0-0 (built on
Friday February 22nd 2019, 08:25:57 UTC)

INFO : option 'c' used: config file for TMT CLI

INFO : XML config file to use: 'tmt cli config file.xml'
INFO : Checking config file...

INFO : Checking 'commands' section...

INFO : Checking 'globalSettings' section...

INFO : Checking Local signing parameters...

WARNING: Signing keys local passphrase info not set in XML
config file!

INFO : Done!

INFO : Config file looks ok :-)

INFO : option 'g' used: generate the token binary
INFO : Output token payload file:
c:\TEMP\tmt tmp token PAYLOAD.tok

INFO : Broxton token detected

INFO : [TmtApi] Token has been successfully generated to
c:\TEMP\tmt tmp token PAYLOAD.tok

INFO : Done!

INFO : Token payload done:
'c:\TEMP\tmt tmp token PAYLOAD.tok'

INFO : Bye!

3.4 Signing the token

Once the token is configured or the token payload binary created, the
next step is to sign the token with the correct signing keys as updated
in the “General settings” tab.

Intel Confidential 19
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Signing token from Intel® PFT Template

After configuring the token settings and knobs from the template,
generate and sign the token using the “Generate and sign Token”
button. Refer to Figure 11. Login information for signing server will be
needed for this.

3 Intel® Platform Flash Tool 5.89.0 -8

Write / Read | Erase
Virite a token to the

| Disable BIOS Secure Boot. | ABL Sements

133PM
8/28/2018

A il

Figure 11

Using Intel® PFT “Security” tab option

If an existing token payload binary should be only signed fully using
Intel® PFT, the option “Sign Token Payload” under “Security” tab can
be used.

Please note, the options under “Security” tab provide only the step by step control
over creation of token payload binaries and signing of tokens. The user can opt for
“"Generate and Sign” button on the main GUI page for one-shot generation and signing
of tokens.

Using Intel® PFT command-line utility
Under the Intel® PFT’s installation directory launch the terminal to use

the command
# token-manager-tool-cli -c "tmt cli config file.xml" -s
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4

Injection of Token on Platform

4.2.1

4.2.2

User Guide

4.1 Introduction

Tokens can be injected into a platform using the HECI interface, and
tools such as Intel® FPT, or using DnX. Some tokens can also be
compiled into the firmware image, using Intel® FIT. The Intel® PFT,
used for creating tokens, can also be directly used to inject the token
using DnX, via a UI button.

4.2 Injection

Injection using Intel® FPT

The OEM Unlock Token can be injected into a platform using Intel®
FPT, running on the platform OS. The token will be read by the
firmware on the next platform reset, so the machine should be
rebooted after injection. It will remain there until it is erased, or the
firmware is re-flashed, erasing the token.

Intel recommends never releasing to customers a platform with an erased OEM Unlock
Token, but to re-flash the full firmware image instead.

Operation Command Line

Writes the token where the filename Fpt.exe -WRITETOKEN<file>
is the token name

Delete the token for the token ID FPT.exe - ERASETOKEN<pid>
provided

Table 3

Note that these APIs are unable to give any indication if the token
passed validation or not. However this information can be collected via
Intel® System Trace.

Injection using Intel® PFT GUI

The OEM Unlock Token can be injected into a platform using DnX. This
requires the management console to be connected to the target
platform with a USB cable. The target machine must enter into DnX
mode. Depending on OEM implementation, there may be an explicit
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hardware trigger for this. Alternatively, connecting the target system
to the management console should enter the target system into DnX
mode until the DnX timeout is reached. The DnX APIs for tokens are
only available while the target system is in DnX mode.

The Intel® PFT has a “"Write” button as shown below to write the
token to the system.

Intel @ Platform Flash Tool 5.8.9.0 - ] X

File Security Help

OEM Unlock Token @ ° Mew Open

Manifest Extension: Save Save As

Fregs: Edit flags...
Expiration (zeconds):
Generae  sgn
. Select Permissions by dicking on ‘Certificate’
verfacurnglots o] button, then dick on button below to sign the

Part ID: token:

Device selection

Flash editor

AddpartD eocemi [ ||@

[] Activate Anti-Cloning

Artifactory =0 @
¥ PartD: | |
= Nence:  [00000000 | [Hexa -
Provision
Time base: 00000000 | Hexa =
Payload:
Knobs: Token ID:
OEM Unlock ISH GDB Debug Bootgaurd OEM Bios debug | Re=d % Erase
D Activated
I More...

ID: 80850002
Walue (in Hex): | 00000000 Edit...

08/15/18 14: 121 INFO : OS version detected: Windows 10 (x64) ~

08//15/18 14: 143 INFO : Localhost IP address: 10.79.141.59

08//15/18 14: 151 INFO : SSL supported: Yes

08/15/18 14; 768 INFO : JAVA supported: Yes

08/15/18 14: 768 INFO :Using TMT API version: 1.8.0.0

08//15/18 14: 768 INFO : Using TMT API build: Thursday August 09th 2018, 11:16:00 UTC

08/15/18 14; 444 INFO : Total size of downloaded flash files: 0.00 bytes

Clear Log 08/15/13 14: 444 INFO : Disk space available on drive Ci/ : 417.63 GB v

081518 14:49:43.230 INFO_: Adh and fasthont hinaries 0K

Figure 12

4.2.3 Using command line

This is covered using in the Intel® DnX User Guide.
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2 Intel® Platform Flash Tool 5890

Merufecuergior 0
part T
sctranm

a0

[Ty

T
Tonebasm: 000002,

de | icrAbebg | Desbe 08 SeassBeol | A8 encnts

137 PM
£/26/2018

L B |

Figure 13

The token will be consumed and validated by the firmware on the next
platform reset, so the machine should be rebooted after injection. It
will remain there until it is erased, or the firmware is re-flashed,
erasing the token.

Intel recommends never releasing to customers a platform with an erased OEM Unlock
Token, but to re-flash the full firmware image instead.

4.2.3.1 Write token failures

In case of failure to write a token, the Intel® PFT shall display an error
pop-up as shown.
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3 Intel® Platform Flash Tool 5890 -a
Mok Toker [ | 63 ok T 1 o ew oen
S sone s i

R—
e it
Expraton ek o B
e 2
e ——
scirai
=@
i
o G000 G| W B f Frase
v Temebore: 000NON hera v e s e e e
eavioat: '3 = Bt o e a ke o the e
(= [T ———— — L
ML | Ao Vioa e | i coatehlg | Dasbe acs seare s | 4 clent -  am
[ metaten - -
© e

s
 [secunny] Token 2T e et he e

Figure 14

Building a Token into the Firmware Image

The OEM Unlock Token can be compiled directly into the firmware
image when it is built, using Intel® FIT.

As shown in below Figure, this information is entered under the Debug
tab, in the Unlock Token field. An image prepared this way can be
used for debug purposes, but should never be burned on production
systems.

Intel ® Flash Image Tool - O X
File Build Help

= B E‘ E Q u Intel(R) LakeField Chipset LKF No Emulation Target Type |SPI ~

‘ —e———— e

Flash Layout Delayed Authentication ... No This setting enables Delayed Authentication Mode on the platform.
Flash Settings
= Intel(R) Trace Hub Technology

Intel (R) ME Kernel

Platform Protection

Integrated Clock Controller Parameter Value Help Text =
Power Intel(R) Trace Hub Deb... No Intel(R) Trace Hub Debug Messages Enabled - When set to Yes, e...
LU SIS L Unlock Token This allows the OEM to input an Unlock Token binary file for closed...

Internal PCH Buses ‘ Intel(R) Trace Hub Binary This loads the Intel(R) Trace Hub binary that will be merged into t...

Camera

Intel(R) Trace Hub Soft... No

When set to Yes, enables Intel(R) ME FW trace messages. Note: ... '+

R [ ~ Intel(R) ME Firmware Debugging Overrides
Flex /O ‘
P10 ‘ Parameter Value Help Text -
Intek®) Precse Touch An St | | makin (wiarrida Dra-bra | nvn Allawe tha OFM tn ~antral P fartirae ta acciet with nra-nradich
Figure 15
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4.3.1

4.3.2

User Guide

4.3 Clearing of Token

The OEM Unlock token survives a reboot, and must be erased using
the following options.

Intel® FPT

Using FPT.exe — ERASETOKEN <pid> via the command line can erase
the token.

Intel® Platform Flash Tool GUI for DnX based systems

Using the “Erase” button on the UI, this tool can clear the token from
the device. This requires the management console to be connected to
the target platform with a USB cable. The target machine must enter
into DnX mode.

Intel recommends never releasing to customers a platform with an erased OEM Unlock
Token, but to re-flash the full firmware image instead.

(3 Intel ® Platform Flash Tool 5.8.9.0 - m} x

Fle Sewrty Help

OEM Unlock Token [E3 [+] New Open

Manifest Extension: Save Save As

Device selection
Fiags: Ed flags...
Expration (seconds)

Flash editor

Type: Lz

(u | I:l Select Permissions by dicking on 'Certificate’
A ¥ .
{ Manufacturing lot: button, then dick on button below to sign the
Security Part ID: token:

[ activate anti-Clening

@

|=¥

Artifactory »@
¥ Partd: | ]
= Nonce: | 00000000 | Hoa = Write | Read [ Erase
frovision Time base: 00000000 | Hexa = hite a token to the device:
> Write
Payload: Erase or Read a token from the device:
Knobs: LT I 2

OEM Unlock ISH GDE Debug Bootgaurd (OEM Bios debug ﬁ Read o
[] Activated B D
D 80860002
Value (in Hex): 00000000 Ed..

08/15/18 14:48:37. 121 INFO : O5 version detected: Windows 10 (x&4)
:48:37.143 INFO  : Localhost IP address: 10.79.141.59
.151 INFO : SSL supported: Yes
.768 INFO : JAVA supported: Yes
.768 INFO : Using TMT API version: 1.8.0.0
,768 INFO  : Using TMT APT build: Thursday August 09th 2018, 11:16:00 UTC
444 INFO  : Total size of downloaded flash files: 0.00 bytes
: 444 TNFO  : Disk space available on drive C:/ : 417.53 GB
0/15/18 14:43:43.230 TNEQL : Adh and fasthont hinaries 0K

Clear Log

Figure 16
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4.3.2.1

4.3.3

4.4.1
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Erase Token failures

The Intel® PFT tool will show an error dialog box in case of failure
erasing a Token as shown below.

<] Intel® Platform Flash Tool 5850 -a

;;;;;

Marufacurrgiots 0

ssteans

=@

e 00000000 e v
Trmebese: 0000 Fens v

uuuuuuu

Figure 17

Using command line

This requires a USB connection between the management console, and the target
platform, and also that you have enabled the DnX option in the General Settings
Dialog.

This is covered using concrete examples in the Intel® DnX User Guide.

4.4 Reading of Token

Using Intel® PFT GUI for DnX commands

This requires a USB connection between the management console, and the target
platform, and also that you have enabled the DnX option in the General Settings
Dialog

Intel® PFT allows the secure token to be read back from the device.

Also note that, the device selected to read the token from should show
in the “Device selection” box.

Refer to Figure 18 for a successful read and Figure 19 for an error on
read token.
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2 Intel® Platform Flash Tool 5890

EEm——

Hanfest Exteasion:
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c] Intel® Platform Flash Tool 5890
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Figure 19

4.4.2 Using command line

This requires a USB connection between the management console, and the target
platform, and also that you have enabled the DnX option in the General Settings

Dialog.

This is covered using concrete examples in the Intel® DnX User Guide.
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The OEM Unlock Token is only examined by firmware at system boot,
and so the token injection cannot return any failure codes.

In the event that the token is failing to unlock the platform, Intel®
System Trace also known as North Peak messages must be examined,
as they indicate why a token was rejected.
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6 Intel® PFT options for Intel®
CSME 15.0

Please note the following GUI options on the Intel® PFT are not usable
on Intel® CSME 15.0 for Tokens as the Intel® PFT is a generic tool
supported on multiple platforms.

6.1 Platform selection

Please use Tigerlake or Rocketlake only as the platform to be used.

&8 Intel® Platform Flash Tool 5.8.9.0 - O *
New Open
Save Save As
E Device selection
Flash editor T
G te & Sign

Select Permissions by dicking on ‘Certificate’
button, then dick on button below to sign the P
token:

S —

[] Activate Anti-Cloring ]

Provision

@ New token ? b i Generate & Sign Toksn

Write / Read / Ei
1. Select platform: Lakefield - rite / Read | Erase

Pick a platform...

!

[!

2. Select Token template: Merrifield N i
Moorefield V0 e !

Moorefield V1 Erase or Read a token from the device: i

Broxton = |

1 e [ @t

i

& Read ® Erase

Write a token to the device:

Figure 20
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6.2 Token template selection

Please use OEM Unlock Token as the Token template.

® Platform Flash Tool 5.8.9.0 - O
New Q
Save Sav

Device selection

G te & Sign
Select Permissions by dicking or

button, then dick on button below
token:

SPID-KeyID:

[ Activate Anti-Cloning

Provision

@ Generate & Sign Toks

53 New token ? X

Write [ Read | Erase

1. Select platform: Lakefield -
Write a token to the device:

Erase or Read a token from the devi

Token ID:

Pick a token... -
Pick a token...
Intel Unlock Token

2. Select Token template:

IDLM Unlock Token

Figure 21

6.3 Miscellaneous

Highlighted in below Figure are the options not applicable for Intel®
CSME 15.0

Intel Confidential User Guide



Intel® PFT options for Intel® CSME 15.0

(3 Intel ® Platform Flash Tool 5.89.0

File Security Help
OEM Unlock Token £

Manifest Extension:

E

Fags: Ed fiage...
Flash edits r
S editor Expiration (second):
Type:
Part ID:
Add Part ID
Provision .
Partm: | |
Nonce: | 000000DD | [Hexa
Time base: 00000000 | [Hexa
Payload:
Knobs:
OEMuUnlock  ISHGDBDsbug  Bootgaurd  OFM Bios debug
[[] Activated
D 50860002
Value (in Hex): [00000000 Ed...

- ] X
[+] New Open
Save Save As.

Device selection

& Sign

Select Permissions by cicking on 'Certificate’
button, then click on button below to sign the
token:

SPID-KeyID: [ )

[] Activate Anti-Cloning

- Write / Read /Erase ——————
Write 2 token to the device:

Erase or Read a token from the device:

o ]
§48 Read ®

©

Erase

Get Minimum Version

Token ID:

[®

[ Update token

08/28/18 16:20:21.274 INFO : External tools:
tool[eventUploader]
tool[jinkDownloader]
08/28/18 16
08/28/18 16
08[28/1 16
08[28/1 16
08[28/1 16
DR[28MAR 16:20:25.022 INFQ

Link.exe

SL supported: Yes

Clear Log

\Program Files (x86)\Intel\Platform Flash Tool\event-uploader exe
08 version detected: Windows 10 (x64)

sing TMT AFI version: 1.8.0.0

sing TMT API buid: Thursday August 09th 2018, 11:52:03 UTC
isk space available on drive C:/ : 405.05 GB

+ Adh and fasthoot hinaries QK.

>

User Guide

Figure 22
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